TraceSecurity Takes

Dow Great Western Credit Union

Beyond “D-I-Y”

W ith help from TraceSecurity,

Dow Great Western has
moved beyond “D-1-Y” to a plan for IT
security compliance that comes at a
reasonable price, from a vendor that
performs like a true partner.

Business NEEDS

For a small credit union like Dow Great Western
in Antioch, California, “D-I-Y” spells business as
usual. With assets of only $40 million, this 2,200-
member credit union is used to taking a
do-it-yourself approach. Fewer than a dozen
people handle all aspects of running this
successful credit union. Even for IT security and
compliance, where highly technical knowledge
is required and failure brings a risk of a security
breach, Dow has, for the most part, handled its
own regulatory exams internally.

Dow Great Western has a 71-year history rooted in
chemical manufacturing. Dow downsized in the
1990s, causing the credit union to shift its base
128 toward a community field of membership. In 2008
CUNA an examiner from the Department of Financial
@& Institutions suggested that after several years
of internal exams it was time for a third party

1 tracesecurity

Security Compliance Management

external review. President/CEQ Bonni Bergstrom
agreed. It was time to move beyond “D-I-Y"—but
how? Where could Dow find a vendor ready to
service its small credit union needs, at a price it
could afford?

SOLUTION

Bergstrom is a member of a coalition of credit
union executives in the San Francisco Bay area,
and her time invested in that organization paid off
when she needed to source an IT security vendor.
“I was aware of TraceSecurity’s work, because Jim
Stickley, their Chief Technical Officer, had spoken
to our group, but we weren't ready to buy then,”
Bergstrom said. After the presentation Bergstrom
talked with a sales representative, who diligently
kept in touch, even though Bergstrom’s credit
union was not sending signals they would be
ready to purchase anytime soon.
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TraceSecurity is a provider of on-demand Strategic Services
security compliance management solutions.

TraceSecurity’s services are designed to help credit

unions of all sizes meet regulatory requirements

through ongoing, on-demand assessments.

The company follows the “software as a service”

(SAAS) business model, meaning it hosts software

applications on its own server, licensing access to

its customers on demand.
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“They got back to me when | had questions, were patient with my lack of knowledge.
That’s the benefit for a smaller credit union — they made me feel my needs were as

important as a bigger credit union’s.”

Over time, Bergstrom researched IT security
vendors offering similar services. Nothing she
learned changed her mind about her initial warm
impression of TraceSecurity. “They were familiar
with working with credit unions, which gave me
a comfort level with them,” Bergstrom said. “Plus
they were willing to price it in a way that would
work quite easily for a smaller credit union.” After
the regulator’s instruction to seek an outside
review, “l thought of them first. Of course | did
my vendor due diligence,” Bergstrom continued.
The result confirmed her initial conclusion that
the TraceStandard offering from TraceSecurity
would fit their needs, in terms of solution, price
and service.

The solution addressed several business issues
affecting Dow, including lack of internal expertise
in IT security compliance, limited budget, and
need for efficiency in reporting. In addition to the
technical fit of TraceSecurity’s offering to Dow’s
need, choosing to contract with TraceSecurity
wasn't difficult, based on Bergstrom’s research
and input from her CFO.

DEPLOYMENT ON A DEADLINE

Once the purchase decision was made, Bergstrom
acted very quickly.“I had a due date—a promise
I'd made to the regulator,” she said. Bergstrom
found the TraceSecurity team very responsive.
Even so, meeting the deadline was not easy. Much
information needed to be collected from Dow for
TraceSecurity to perform its security assessment.
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— Bonni Bergstrom
President/CEQ, Dow Great Western Credit Union

“I'm not a highly technical person,” Bergstrom
acknowledged. As the president and CEQ of a
small credit union, being a generalist serves her
member-owners well. But being a generalist
made answering the detailed data collection
questionnaire a time-consuming process. “It was
a different hat for me. My core processor team
helped me with the technical questions, and

the TraceSecurity team was available to answer
questions and guide me,” Bergstrom said. “With
their help, | was able to prepare the information
TraceSecurity needed, in order for them to give
me the report | needed to give to the DFI. Not only
did I have a team assigned to me at TraceSecurity,
[ was included in that team. That gave me a great
deal of confidence in what | was doing. ”

Thanks to a great working relationship between
the two teams, TraceSecurity and Dow Great
Western were able to meet the deployment
deadline as promised. The result was a very
good score on their compliance examination.
“There were items that still needed to be
addressed, but the good news is that the security
assessment gave me the information | need
going forward, to make sure my credit union

is protected. | can prepare a technology plan
that maintains the security and integrity of our
systems,” Bergstrom said.

It's not unusual for a credit union—or any

small business—to find that hiring an outside
consultant does not completely outsource the task
at hand, whether it is developing a new brand
position with a marketing agency or a
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compliance solution with an IT security vendor.

No matter the scope of services being purchased,
managing the relationship still requires someone
to be “on the job” on the client side of the contract.
“It's important to realize you'll be involved in the
process,”said Bergstrom. “In a small credit union,
you can’t just hand the ball off to the vendor.
You'll have a team of your own IT and compliance
people working with them. Be prepared to
allocate some time.”

The process was conducted remotely using an
online questionnaire and communication by
phone and email. Working without on-site visits
kept the total cost down. “They got back to me
when | had questions, were patient with my
lack of knowledge. That's the benefit for a
smaller credit union — they made me feel

my needs were as important as a bigger credit

"

union’s.” said Bergstrom.

“The price was affordable. Based on my
experience and based on the results, | would
recommend them,” Bergstrom concluded.

About CUNA Strategic Services

Based in Madison, Wisconsin, CUNA Strategic
Services, owned jointly by Credit Union National
Association (CUNA) and the state leagues,
provides credit unions with access to high quality
products, services, and technologies delivered
with a competitive advantage made possible
through volume pricing and strategic program
development. For more information, visit
cunastrategicservices.com.

Document published September 2009.
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About TraceSecurity

Based in Baton Rouge, Louisiana, TraceSecurity

is a leading provider of security compliance and
risk management solutions. The company helps
credit unions exceed federal and state data
security compliance laws and be able to effectively
communicate security and compliance information.
Key to TraceSecurity’s success is the company’s
comprehensive patent-pending methodology that
helps clients address all of the critical components

of a successful security compliance program; people,

process, and technology. For more information,
visit tracesecurity.com.

To Learn More

For more information, call Debbie Bergenske
at 800-356-9655, ext. 4340 or visit
cunastrategicservices.com and

choose TraceSecurity. @
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