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Operation
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HE
Overview of TraceAssure

®\What is TraceAssure:

®Simply put TraceAssure protects your
ldentity and Private Information by
identifying known and unknown Phishing,
Pharming and Man-in-the-Middle Attacks.

®To learn more go to http://www.tracesecurity.com/products/phishing.php
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HE
Overview of TraceAssure

®TraceAssure’s Method:

®TraceAssure incorporates a patent
pending process that validates via a unique
and proven Site Authentication and
optional Two-Factor Authentication.

®TraceAssure’s method ALERTS you
about both unknown and known ID Theft
Attacks!
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Overview of TraceAssure

®Definitions:

®Phishing: an attempt to
fraudulently acquire
sensitive information, such
as passwords and credit
card details, by
masquerading as a
trustworthy person or
business in an electronic
communication.

Question from eBay member
@~ eBay member : welshdruid <member@eBay.com>
To: undisclosed-recipients;

eBay sent this message to you from

Question about Item -- Respond Now

eBay sent this message on behalf of an eBay member via My Messages. Responses sent using
email will not reach the eBay member.Use the Respond Now button below to respond to this

message

About This Member

welshdruid( 872

Positive Feedback:100%

Member Since:  Apr-30-03
Location: CA. United States
Registered On:  www.ebay.com

Hi Respond to this
' question in My

Is the item still available for sale?
Let me know because I'm online Respond Now
and I can pay you right now.

Thank you,
welshdruid

Thank you for using
eBay!

anley Muller (welshdruld) .
E age originated from eBay. Learn more

() Marketplace Safety Tip

trading safely

ey’

Always remember to
complete your transactions
on eBay - it's the safer way
to trade.

Is this message an offer to buy
your item directly through email
without winning the item an
eBay? If so, please help make
the eBay marketplace safer by
reporting it fo us. These
“outside of eBay” transactions
may be unsafe and are against
eBay policy. Learn more about

Is this email inappropriate?
Does it violate eBay policy?
Help protect the community by
reporting it
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HE
Overview of TraceAssure

®Definitions:

®Pharming: a scam
In which malicious
code Is misdirecting
users to fraudulent
Web sites.
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HE
Overview of TraceAssure

®Definitions:

®Man-in-the-Middle:

an attack in which an
attacker is able to

read, insert and

modify messages

between two parties ?
without either party
knowing.
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HE
Overview of TraceAssure

File Edit View Go Bookmarks ScrapBook Tools Window Help
oO0On TraceSecurity - Security Compliance Management =

Q:IT @ @ @ http:/ /www.tracesecurity.com/ v O G DK

[
‘Trace,ﬁ.ssure » Two-Factor- ([FIEPDEEGED| - TraceSecurity Inc.

TraceAssure TraceAssure Authenticated
Setup Menu Verification or Validated
Notices Web Site
Optional
TraceAssure
Two-Factor

Edit Keys
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HE
Overview of TraceAssure

File Edit View Go Bookmarks ScrapBook Tools Window Help
oO0On TraceSecurity - Security Compliance Management =

Q:IT @ @ @ http:/ /www.tracesecurity.com/ v O G DK

[
‘Trace,ﬁ.ssure » Two-Factor- ([FIEPDEEGED| - TraceSecurity Inc.

TraceAssure TraceAssure Authenticated
Setup Menu Verification or Validated
Notices Web Site
Optional
TraceAssure
Two-Factor

Edit Keys
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HEE
TraceAssure Setup

C::I v @ AE & htep:/ fwww.tracesecurity.com/ A 4
‘Traceﬁ.ssure + Two-Factors AUTHEMTIGATED ( TraceSecurity Inc. I_:.l
TraceSecurity Homepage
1 ]
Update
HEIp raceAssure News & Events Company Info Support
About

__TraceSecurity Home Page:
You are never more than a click away. Use the TraceSecurity
web site as a resource for security information and support.
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HEE
TraceAssure Setup

C_::I & @ @ Q http: / fwaww.tracesecurity.com/ L J

r
R~ TraceSecurity Inc. I_:.{
b

‘Traceﬁ.ssure v Two-Factorr [

:curity’

'E MAMNAGEMENT ™

HEIp raceAssure Mews & Events Company Info Support
About L‘

T el {
Settings:

—1WO0 basic settings are available.
1. Auto Update: Default ON. Worry free updating.
2. Authenticate included remote domains.
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HEE
TraceAssure Setup

C:]:I hd @ ‘G:’r Q bt/ fwww.tracesecurity.com/ ¥

I
‘Traceﬁ.ssure + Two-Factor- AU MTICATED TraceSecurity Inc. I_:.l
k"

TraceSecurity Homepage

Update :
HEIp raceAssure News & Events Company Info Support

About

Update:
— Allows for on demand updating of the TraceAssure toolbar
database. Simple one click access.
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HEE
TraceAssure Setup

&ﬂ:l hd @ @ @ bt/ fwww.tracesecurity.com/ ¥

I
‘Traceﬁ.ssure + Two-Factor- AU MTICATED TraceSecurity Inc. l_:_'
k"

TraceSecurity Homepage .
Settings yCurl fy

Update

_ raceAssure News & Events Company Info  Support

Help:
— Online help support for TraceAssure toolbar and two-factor.
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TraceAssure Two-Factor

Optional:

Simple to use and administer Two-Factor
Authentication to meet NCUA requirements
(NCUA Letter to Credit Unions 06-CU-13 and
05-CU-18)

tracesecurity

Security Compliance Management




TraceAssure Notices

The site has been Authenticated by

5 TraceSecurity and Validated by
TraceAssure Toolbar. Safe to visit and do
commerce.

The site has been Approved by End User
and checked by TraceAssure Toolbar.
Safe to visit recommend site for
Authentication.

The site has NOT been Authenticated by
T TraceSecurity nor Approved by End User.
Proceed with Caution. Recommend site
for Authentication.

EF’IF‘F‘RD'\:‘ED |

Site determined to be malicious. Avoid
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Support

TraceSecurity, Inc.

Corporate Office

5615 Corporate Blvd Suite 200A
Baton Rouge, LA 70808

Call: 877-275-3009

Email: support@tracesecurity.com
Visit: www.tracesecurity.com/support
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